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Introduction

This document provides:

e A quick start to product use of Tripp Lite’s NetCommander-AXS
e Orientation of NetCommander-AXS’s main features

Overview

The NetCommander-AXS provides you with a convenient way to:

e Manage and control your Tripp Lite KVM devices
e Access KVM remote sessions
e Manage outlets of your Tripp Lite PDU devices

The product is easily installed and run from your computer’s desktop.

Briefly, NetCommander-AXS is installed within seconds with a simple, standard Microsoft
Windows-based install program. After that, NetCommander-AXS launches through a desktop
icon or the Windows start menu.

Running NetCommander-AXS in edit mode (known as 'Admin Mode'), allows you to add, edit,
and delete Tripp Lite KVM and PDU device definitions identified from your network, either
through autodiscovery or manually. The content of this edit session can then be saved as an
encrypted data file on a local or network drive.

After that, NetCommander-AXS is typically run in ‘Access Mode’, providing you, and others, the
ability to run KVM sessions as well as view PDU outlet statuses and control the outlets, based on
the data file.

Data files can be shared with other users who have NetCommander-AXS installed. Based on your
needs, data files can be set up requiring user authentication upon accessing them, or
alternatively, with no authentication required.

Prerequisites

e Computer with Microsoft Windows 7, Windows 8, or Windows 10.

e JavalJRE1l.7+

o Deployed Tripp Lite KVM devices. Models supported:
o B072-016-1P2, BO72-016-IP4, B0O72-032-IP2, B0O72-032-1P4, B072-008-1-IP,
B072-016-1-IP, BO72-032-1P2-K, B072-032-1P4-K, BO70-008-19-IP,
B070-016-19-1P, BO70-016-19-1P2



e Deployed Tripp Lite PDU devices.

Quick Start

To quickly get up and running, simply follow the steps in the guided example below.
Names and IP addresses are provided for simulation only. Your names and IP
addresses will be different. For further product explanation, see sections following the
Quick Start.

Install Software

e Install the NetCommander-AXS on your Microsoft Windows PC computer desktop by
running the exe installation program

e Start the NetCommander-AXS, and go the next step

Discover Your KVM and/or PDU Devices

e Starting the NetCommander-AXS for the first time, you will be prompted with a request
to discover your Tripp Lite devices. Select ‘Yes’, and you will be presented with the
discovery dialog. Fill out the dialog as follows:

o Inthe subnets tab, define the subnet(s) where your Tripp Lite KVM
and/or PDU devices are located. Example: If devices are located within
subnet 192.168.123.255, then define entry: 192.168.123.255, mask 24
bits. See below:



To discover Devices and Servers, configure tabbed panels below, then select Start Discovery’'

5ubnet §| kym | DU | Host | Other |

Subnets
192,168,123, 255/255, 255, 255.0

o If you want to discover KVM devices, in the KVM tab, select the
‘Discover KVM Devices’ check box. See below:



To discover Devices and Servers, configure tabbed panels below, then select 'Start Discovery'

| subnet |:KVM| ppu | Host | Other |

Discover KVM Devices

Lok J[ cose ]

o If you want to discover PDU devices, in the PDU tab, select the ‘Discover
PDU Devices’ check box. Additionally, provide the relevant details for
your environment. For the example below, for discovery, it will be
assumed that

o The SNMP protocol is SNMP v2

SNMP communications port is 161

2 SNMP retries will be available

SNMP communications timeout will be 5 seconds

SNMP read community will be tripplite

O O O O

SNMP write community will be tripplite



B oo T

To discover Devices and Servers, configure tabbed panels below, then select 'Start Discovery'

| Subnet | kvM |:POU | Host | Other |

Discover PDU Devices:

Protocol: SNMP v2c -
SNMP Port: 161 |
SNMP Retries (1 - 100): 2 |
Timeout (1 - 300 secs): |5 |
Read Community: |tri|:lp|ite |
Write Community: |-uu.u. |
Confirm Write Commurity: |-uu.u. |

Lok J[ dose ]

o Next, select the OK button. You will be prompted to confirm the start of discovery.
Select ‘Yes’:

rSysbem Messagm u

|

I @ Discover now 7
LY

es | ’ Mo

e Now, actual discovery commences. Results of discovery will be populated in a results
dialog as they come in. Below is an example of these results:



Devices Servers
Name - Port # Type I3 Description Associated Server | | Name ~
Tripp Lite 2%16 KvM 192.168.123.88 -
Tripp Lite 2x16 KvM 192,168.123.88
Tripp Lite 2x16 KvM 192.168.123.88
Tripp Lite 2x16 KvM 192.168.123.88
Tripp Lite 2%16 KvM 192.168.123.88
Tripp Lite 2x16 KvM 192.168.123.88
Tripp Lite 2x16 KvM 192,168.123.88
Tripp Lite 2x16 KvM 192.168.123.88
Tripp Lite 2x16 KvM 192.168.123.88
Tripp Lite 2%16 KvM 192.168.123.88
Tripp Lite 216 KM 192.168.123.88 | Discovery Progress = ]
Tripp Lite 2x16 KvM 192,168.123.88
T e sl 2o | | IR
Tripp Lite 30 Port PDU (PDU3... 192.168.123.252 | | Querying devices and targets. ..
@ 192.168.123.252 outlet 2 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outlet 3 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outlet 4 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outlet 5 Tripp Lite 30 Port PDU (PDL: 192.168.123.252 -
@ 192.168.123.252 outlet 6 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outlet 7 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outlet8 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168,123.252 outlet 9 Tripp Lite 30 Port PDU (PDL. 192,168.123.252
@ 192.168.123.252 outlet 10 Tripp Lite 30 Port PDU (PDL: 192.168.123.252 A
@ 192.168.123.252 outlet 11 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252 3
@ 192.168.123.252 outlet 12 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outiet 13 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outlet 14 Tripp Lite 30 Port PDU (PDL. 192.168.123.252
@ 192.168.123.252 outlet 15 Tripp Lite 30 Port PDU (PDL: 192.168.123.252
@ 192.168.123.252 outlet 16 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outlet 17 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168.123.252 outiet 18 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
@ 192.168,123.252 outlet 19 Tripp Lite 30 Port PDU (PDU3... 192.168.123.252
(1) 192,168,123.252 outlet 20 Tripo Lite 30 Port PDU (PDU3... 192,168,123.25. i
Delete Selected
Select 'OK' to set discovered Targets & Devices into main window's groups >> | O Close
e Upon completion of discovery, for any discovered KVM devices, devices

credentials for the devices must be supplied.

You can either:

o Supply the same credentials for all devices, if this is relevant, or

o Supply the credentials for each inidividual device.

The credentials include device login name, password, and KVM access TCP port

Below is an example of this dialog for the first case:




& moncsneyconseon I

|
|| To complete discovery of KVM devices below, please provide KWM devices' user name, password, and video TCP port
|
b

(@ All discovered KVM devices in table below have the same login name, password, and video TCP port:

User Mame: |admin |

Password: |oooooo |

Confirm Password: |uuu |

7o Pt (50065535

() Discovered KVM Devices:

IP Address & I Login MName Password TCP Port

192.168.123.73 00
192.163.123.82 200
192.168.123.88 00

[o ) (oot |

To complete, select ‘OK’ to close this dialog, and select ‘OK’ to close the results dialog.

Managing Discovered Results

The results of the discovery activity are placed in the NetCommander-AXS’s main
window (the ‘Central Manager’ window) in its Admin Mode.

This window allows you to view the discovered devices and targets (KVM target
endpoints and PDU outlets) by selecting either the ‘Devices’ or ‘Targets’ nodes in the

left-side tree respectively. Below are examples of discovered devices and targets:

e Discovered Devices:



File Edit Actions Options Help
————
4k Add [ Open [ Save {Tg Delete 53 Copy [ Paste M Properties ), Find §§ Reload ||yl Moritor | 5% Discovery 8 Users| () b Power [Ej> Display kvM Q] Access Mode [[37 Admin Mode | TRIPP-LITE |
%) Targets | Device Name | P I Type | Description il
B Ioc vices @ 192.168.123.73 192.168.123.73 Tripp Lite 2x32 KM
i 192.168.123.82 192.168.123.82 Tripp Lite 1x16 KVM I
@ 192.163.123.38 192,168.123.38 Tripp Lite 2x15 KVM
@ 192.168.123.252 192.168,123.252 Tripp Lite 30 Port PDU (PDU3VSR2)
Severity | Time Event | Details |
) Info 05/07/2016 15:25:39 device added Device 192.168.123.73 added .
() Info 05/07/2016 15:25:39 device added Device 192.168.123.52 added E| |
) Info 05/07/2016 15:25:39 device added Device 192.168.123.88 added
) Info 05/07/2016 15:25:39 device added Device 192.168.123.252 added i
e Discovered Targets:

File Edit Actions Options Help

[ o

4k Add [ Open [ Save {7 Delete 3 Copy [ Paste " Properties ), Find % Reload

gl Moritor |K& Discovery £ Users

————
U p Power [Ep Display kvM B Access Mode [[37 Admin Mode | TRIPP-LITE

Target Name Device | Port | Description | (]
Devices {1 192.168.123.252 outlet 22 192.168.123.252 2 -

(i} 192.168,123.252 outlet 23 192,168,123.252 23

(il}y 192.168.123.252 outlet 24 192.168,123.252 25 |

(i}y 192.168.123.252 outlet 25 192.168,123.252 25

(il 192.168.123.252 outlet 26 192.168,123.252 %

(i} 192.168,123.252 outlet 27 192,168,123.252 27

(il}y 192.168.123.252 outlet 23 192.168,123.252 2

(i} 192.168.123.252 outlet 29 192.168,123.252 2

(il 192.168.123.252 outlet 30 192.168,123.252 30 A

[, Aerospace 192.168.123.88 7 3

[} Audmars Piguet Royal Oak 192.168.123.88 15

=, chronomat 192.168.123.88 E]

[} constelaton 192,168,123.88 5

=, pevile 192.168.123.88 3

=, we Schaffhaussen 192.168.123.83 13

=, Navitmer 192.168.123.88 10

(B rco1 192.168.123.82 1

(=, pco7 192.168.123.82 7

[ER5 192.168.123.82 11

= Pc 16 192,168.123.82 16

[, Ploproof 192.168.123.88 5

=], Rolex Submariner 192.168.123.88 14

=, seaMaster 192.168.123.83 2

@ SeaMaster Planet Ocean 192,168,123.88 a

= 107 152 12 11 =

Severity | Time + Event I Details |

i) Info 05/07/2016 15:25:39 device added Device 192.168.123.73 added -
0 Info 05/07/2016 15:25:33 device added Device 192.168.123.82 added E
) Info 05/07/2016 15:25:33 device added Device 192.168.123.88 added
i) Info 05/07/2016 15:25:39 device added Device 192.168.123.252 added

Setting Up Groups

The discovered results, both the devices and targets, can be organized into logical
groupings. Grouping is an optional activity.



Device Groups
As an example, lets say we want to organize the the devices into a group of KVMs and
another into a group of PDUs. To do this, select the ‘Devices’ node in the tree, right-
click mouse and select ‘Add Group’. Fill out the dialog in a manner similar to as follows,
and select ‘OK’.

Add Device Group |

Group Mame: | Our KvMs

Description:  |Grouped K'.-'I'-‘Iﬁl

[ OK ] Close

Drag-and-drop the results into the resulting group. Repeat this activity for another
group to be called ‘Our PDUs’, dragging the PDU devices into it.

Results should be similar to what is shown below for both groups:

22 NetCommander-AXS - demo_sample El
File Edit Actions Options Help
———
dk Add [ Open [ Save [T Delete 53 Copy [ Paste 73 Froperies ), Find § Reload | all] Moritor |&&oimm I Users | Uy p Power P Display KM [ Access Mode [[37 Admin Moce | TRIPP-LITE
Ll
+{3) Targets | Device Name ~ | [ | Type [ Description |
£1-@ Devices @ 1592.168.123.73 152.168.123.73 Tripp Lite 2x32 KVM
- @ 192.168.123.82 192,168.123.82 Tripp Lite 1x16 KVM
i.-afs Our PDUs il 192.168.123.88 192,168.123.88 Tripp Lite 2x16 KVM
Severity | Time ~ Event Detaits [
() Info 05/07/2016 16:37:41 document saved Document demo_sample saved -
i Info 05/07/2016 16:00:58 doument saved Dacument demo_sample saved £
@ Info 05/07/2016 15:25:39 device added Device 192, 168.123.73 added
@ Info 05/07/2016 15:25:39 device added Device 192, 168.123,52 added il




3 NetCommander-AXS - demo_sample El
File Edit Actions Options Help
dh Add [ Open [l save [ Delete 53 Copy [[E) Paste 25 Properties ), Find { Reload | all Moritor |!$\D|smvew & sers| () p Power [l DisplaykvM (G Access Mode [ Admin Mode | TRIPP-LITE
Ll e
- {3) Targets | Device Name | [ | Type | Description |
- Devices @ 192.165.123.252 192.168.123.252 Tripp Lite 30 Port POU (PDU3VSR2)
g8 Qur KVMg
Ao, o
Severity | Time + I Event Details I
) Info 05/07/2016 16:37:41 document saved Document demo_sample saved - ‘
i) Info 05/07/2016 16:00:58 document saved Document demo_sample saved =
@ Info 05/07/2016 15:25:39 device added Device 192.168.123.73 added
@ Info 05/07/2016 15:25:39 device added Device 192, 168. 123,82 added L
Target Groups

In similar fashion, set up meaningful Target Groups. Let's say, for purposes of example, we want
3 Target Groups: “Power”, “Corporate Access”, and “Maintanence Access”. Let's say all the PDU
targets are dragged-and-dropped into “Power”, all the KVM targets from the 192.168.123.88
device are dragged-and-dropped into “Corporate Access”, and all remaining KVM targets are
dragged-and-dropped into “Maintenenace Access”. Below are sample captures of what these

may look like:



File Edit Actions Options Help

© &k Add [ Open [ Save {7 Delete 3 Copy i) Paste 4 Properties 2, Find ﬁndoadl[.nv«miw|°\mswm3m » Power [P Display kvM @Ammlm| TRIPP-LITE
5@ Targets > Target Name ~ Device | Port | Desaription
RJrover | | @y 192.166.123.252 outet 1 192.168.123.252 1
e Corporate Access (@) 192.168.123,252 outlet 2 192,168.123.252 2
e Maintenance Access (@) 192.168.123,252 outlet 3 192.168.123.252 3
£1- Devices (@) 192.168.123,252 outlet 4 152.168.123.252 4
G Our KVMs (@ 192.168.123.252 outiet 5 192,168.123.252 5
&G Our POUS (@) 192.168.123,252 outlet 6 192,168.123.252 6
(@) 192.168.123.252 outlet 7 192.168.123.252 7
(@) 192.168.123.252 outlet 8 182.168.123.252 8
(@) 192.168.123,252 outiet 9 192.168.123,252 9
(@) 192.168.123.252 outlet 10 192.168.123.252 10
(@) 192.168.123.252 outlet 11 192.168.123.252 1
@) 192.168.123.252 outlet 12 192,168.123.252 2
(@) 192.168.123.252 outlet 13 162.168.123.252 13
(@) 192.168.123.252 outlet 14 182.168.123.252 14
@) 192.168.123.252 outlet 15 192,168.123.252 15
(@) 192.168.123.252 outlet 16 192.168.123.252 16
(@) 192.168.123.252 outlet 17 192.168.123.252 17
(@) 192.168.123.252 outlet 18 192,168,123.252 18
(@) 192.168.123.252 outlet 19 192.168.123.252 19
(@) 192.168.123.252 outlet 20 192.168.123.252 20
(@) 192.168.123.252 outlet 21 192.168.123.252 21
@) 192.168.123,252 outlet 22 192.168.123.252 2
(@) 192.168.123.252 outlet 23 152.168.123.252 23
(@) 192.168.123.252 outlet 24 192.168.123.252 2
(@) 192.168.123.252 outlet 25 192.168.123.252 25
(@) 192.168.123.252 outlet 26 192.168.123.252 %
(@) 192.168.123.252 outlet 27 192,168.123.252 27
@) 192.168.123,252 outlet 28 192,168.123.252 E
(@) 192.168.123.252 outlet 29 192.168.123.252 2
(@) 192.168.123.252 outlet 30 182.168.123.252 30
|_severty | Time ~ | Event Detais |
() Info 05/07/2016 16:45:27 document saved Document demo_sample saved -
() Info 05/07/2016 16:37:41 document saved Document demo_sample saved | ij
Info 05/07/2016 16:00:58 document saved Document demo_sample saved
0 Info 05/07/2016 15:25:39 device added Device 192. 168. 123,73 added

Fil

Edit Actions Options Help

b Add = Open [} s2ve {igDelete 53 Copy [ Paste 5 Properties ), Find ﬂP.efoadI“]Mww Ifa\nswvery tuaers| » Power [P Dispiay kKvM

Amﬂode

> | Target Name | Device | Port |
[, Acrospace 152.168.123.88 H
85y Audmears Piguet Royal Oak 192,168.123.88 15
=, chronomat 152,168.123.88 9
[, constellation 152,168.123.88 6
8}, Devile 192,168.123.88 3
B, 1w schaffhaussen 192,168.123.88 3
IS, Navitimer 152,168.123.83 10
i), Ploproof 192,168.123.88 5
15}, Rolex Submariner 192,158, 123,38 14
[, seaMaster 162.168.123.88 2
i, seaMaster Planet Ocean 152.158.123.83 4
58, 5e#0 Tuna 192,168.123.83 1
=, speedmaster 192,168,123.88 1
i), superacean 102,168.123.88 ]
8} Ulysse Nardin 192,158.123.88 15
&=, zenith £l Primero 162.168.123.88 12
Severity | Time + | Event | Detzis |
[0 Info 05/07/2016 16:45:27 document saved Document demo_sample saved -
@ Info 05/07/2016 16:37:41 document saved Document demo,_sample saved =
|3 Info 05/07/2016 16:00:58 document saved Document deme_sample saved
0 nfo 05/07/2016 15:25:39 device added Device 192, 168. 123,73 added




23 NetCommander-AXS - demo_sample = = ==
File Edit Actions Options Help
o Add [ Open [ Save [ Delete (23 Copy [fE) Paste [ Properties 2 Find 4% Reload | [yl Monitor | 2% Discovery & Users | U w Fower (5 Display KvM |8 Access Mode |4 Adminmode | TRIPP-LITE
£1-43) Targets [ | Target Mame « | Device | Port | Description |
I 1 Power [ 192.166.123.82 1 A
¢ 4 Corporate Access =, rco7 192.168.123,82 7
it ‘:‘ Eyrcn1 192,168.123.82 1
)@l Devices =, Fe 16 192.168.123.82 16
e Our KvMs 2}, server 01 192.168.123.73 1
s Our PDUS [, server02 192.168,123,73 2
B8], Server 02 (192.166.123.82) 192.168.123.62 2
=), server03 192.168.123.73 3
B8], Server 03 (192.168.123.82) 192.168.123.82 3
(=, Server 04 192.168.123.73 4
42} server 04(192.165.123.82) 192.168.123.82 4 =
8, server0s 192.168.123,73 s
5, Server 05 (192.168.123.82) 192.168.123.82 H
i, server 08 192.168.123.73 5
i8], server 05 (192.168.123.82) 192.168.123.82 5
@ Server 07 192.168.123.73 7
12, server 08 192.168.123.73 8
i8], server 08 (192.168.123.82) 192.168.123.82 8
[ES, server 09 192.168.123.73 )
[, server 03 (192.156.123.82) 192.168.123.82 ]
5}, server 10 192.168,123.73 10
@ Server 10 (192.168.123.82) 192.168.123.82 0
=) server 11 192.168.123.73 1
5], server 12 192.168.123.73 12
@ Server 12 (192.168.123,82) 192.168.123.82 12
(S8, server 13 192.168.123.73 13
15}, Server 13 (192.166.123.82) 192.168.123.82 13
& Server 14 192.168.123.73 14
5], Server 14(192.168.123.82) 192.168,123.82 4
s, server 15 192.168.123.73 15
B8], server 15 (192.168.123.52) 192.168.123.82 15 L
Severity | Time ~ I Event Detais
0 Info 05/07/2016 16:45:27 document saved Document dema_sample saved A
) Info 05/07/2016 16:37:41 document saved Document demo_sample saved E
& Info 05/07/2016 16:00:58 document saved Document dema_sample saved
0 nfo 05/07/2016 15:25:39 device added Device 192.168.123,73 added =

Saving Your Document

Preserve and persist the data in this ‘Getting Started’ session for now by saving it in a document
to file. The ‘document’ is an encrypted file that represents the resources we have. As with file
management in general, you can create any versions of documents you want, which can be
subsequently loaded on demand.

e Select the Save toolbar button

e You are prompted with the Document Users dialog. For this example, simply select ‘OK’
to indicate no authentication for this document. (Other authentication options are
discussed in greater detail in later sections.) Dialog image is shown below:



£2 Document Users - New Document @
Choose user authentication mode for this document, then enter relevant data

User Authentication Mode:

o) (o)

e You are then prompted to supply a document file name and location. Provide a
meaningful name and location, let’s say ‘demo_sample’, then select ‘Save’. An example
of this is shown in the image below:



£2 Save Document

Lookin: || My Documents v| oM@
, book | | newtestl smb
“E_j install-ij_.irnag g5 | | newtest2mb
RecentItems BN My Music || newtest3.xmb
@k My Pictures || newtestd.smb
=g My Videos | | newtestSamb
! , Visual Studie 2012 || pdusxmb
__ 20devsxmb || predemol.xmb
. 20devs_altamb
__ 30devsxmb
__| aaal.xmb
My Documents | | accessitlamb
__| avishayl.xmb
"'h __ demodbrianxmb
e - demodbnan xmb
Computer __| ivolxmb
__ javalixmb
= S '
Q_h_' File name: demo_sample Save
Network Files of type: = ymh = Caneel

Access Mode and Admin Mode

The NetCommander-AXS is always running in one of two modes:

Admin Mode

Admin mode is the mode that allows the user to edit the Document being rendered. The demo
example explained up until now has been running in admin mode.

Access Mode

Display mode is the mode allowing the user to display KVM targets and/or display & manipulate
PDU outlets. This mode is not editable. When starting the NetCommander-AXS, it enters Access
Mode. The user can toggle between Admin mode and Access mode via the Access Mode /
Display Mode toggle button in the toolbar. Note that the user can display KVM targets and/or
manipulate PDU outlets through the Admin Mode as well.

Display KVM Targets

With discovered KVM devices and targets now saved in the document, close the
NetCommander-AXS, and reenter it through the Windows Start->Programs-> Tripp Lite
NetCommander-AXS menu.

Select the Corporate Access group in the groups tree. The view should be similar to:



File Edit View Actions Help
[ ——
|| [ Open 5 Properties %, Find % Reload | ] Monitor | (4 $> Power | (B3> Display KvM |3 Access Mode [ Admin Mod= | TRIPP-LITE
Lt L
=48) Targets Server Name | Brm | Beou | Description
’ (e Power Aerospace @
oG Audmars Piguet Royal Oak [l
“-affe Maintenance Access Chronomat =)
Constellation @
Devile (I
IWC Schaffhaussen =
Navitimer =18
PloProof =8
Rolex Submariner @
SeaMaster =,
SeaMaster Planet Ocean =
Seiko Tuna @
Speedmaster @
Superocean @
Ulysse Nardin =18
Zenith El Primero =8

Actual display of KVM video display for selected targets is now possible.
To display a KVM video display:

e Double-click the cell of interest under the KVM column, or,
e Select the cell of interest and either:

:I.?> Display KVM
o Select the ‘Display KVM’ button in main toolbar [
(= pisplay KvM
o Right-click and pick the popup menu item
P Display KM
o Pick the main menu Actions-> menu item

e Below is an example of displaying KVM video for target “Constellation” in our example.



|28 NetCommander-AXS - demo_sa (2] o

[ Open [ Properties 2, Find aaebaa‘Mme‘e» Pawer“b\ Display KVM IEAhmHode [2 Admin Mode | TRIPP-LITE

() Targets Server Name | Bxwm [ Beou | =
4o Power Aerospace =
e [SIEIEISNEE, |Audmars Piguet Royal Oak (Bl
=)

--¢@s Maintenance A [chronomat
Constellation
Devile

IWC Schaffhaussen
Navitimer

PloProof

Rolex Submariner
SeaMaster
SeaMaster Planet Ocean
Seiko Tuna
Speedmaster
Superocean

Ulysse Nardin
[Zenith E Primero

Press CTRL + ALT + DELETE to logion

J »
To return to your computer press Ctri-Alt
« n ’

At this point, you can continue and display any other targets you desire.

Manipulate PDU Target States

Select the Power group in the groups tree. The view should be similar to:



32 NetCommander-AXS - demo_sample = Lok o
File Edit View Actions Help

| | - | ——
[) Open (47 Properties ), Find §\ Reload | [y Monitor | () > Power ‘ [Elp Display kvm @—mmde [ Admin Mode ‘ TRIPP-LITE
| | | Y
E®) Targets severhame | P | peou | Description
- TR 192,168, 123.252 outiet 1 @

e Corporate Acct |152,168.123.252 outiet 2
e Maintenance Al |16, 168.123.252 outiet 3
192,168.123.252 outiet 4
192,168.123.252 outlet 5
152.168.123.252 outiet
192.168.123.252 outiet 7
192.168.123.252 outiet8
192.168.123.252 outiet9
182.168.123.252 outet 10
192,168, 123.252 outlet 11
192,168, 123,252 outiet 12
192.168.123.252 outiet 13
192,168, 123.252 outet 14
192.168.123.252 outlet 15
182.168.123.252 outiet 16
192,168, 123.252 outet 17
192.168.123.252 outlet 18
192.168.123.252 outiet 19
192,168.123.252 outiet 20
192.168.123.252 outet 21
182.168.123.252 outiet 22
192,168, 123.252 outlet 23
192,168, 123,252 outlet 24
192.168.123.252 outiet 25
192,168, 123.252 outet 26
192,168, 123.252 outlet 27
152.168.123.252 outlet 28
192.168. 123.252 outiet 29
192.168.123.252 outet 30

PPPPPPLPPPPPPELPLPPOLS

To manipulate a PDU outlet, or outlets:

e Select the PDU target cell of interest (or several cells) and either:
o Right-click and select the Power popup menu and then one of “On”, “Off”, “Cycle”,
or “Status”

d}y Fow

o Pick the main toolbar “Power” button “ , and then one of “On”, “Off”,

“Cycle”, or “Status” menu items

U Power

o Pick the main menu Actions-> menu, and then one of “On”, “Off”,

“Cycle”, or “Status” menu items

For each of the above (except Status), you will be prompted to confirm the desired activity, with
a note that the status may take a minute to refresh. Example:



File Edit View

22 NetCommander-AXS - demo_sample [ &]

2

5@ Targets

Actions Help
e i @ - G | s
[ Open 4 Properties ), Find §™ Reload | [y} Monitor | () > Power | [ Display kvM [EfAccessMade (2 Admin Mode i TRIPP-LITE
Server Name [ oom [ Beou | Description "

<3 Poner 192.168.123.252 outiet 1 [0Y

':' Corporate Accd 1192, 168.123.252 outiet 2 @)

e Maintenance A/ | 167,168, 123.252 outiet 3 @y
192,168.123.252 outiet 4 @
192,168.123.252 outlet 5 @‘
192.168.123.252 outiet6 @y
192,168.123.252 outiet 7 @ [ 'system Message ==
192,168.123.252 outiet8 @) =3
192.168.123.252 outiet9 @) | Tum selected outlets off ?
192,168, 123.252 outlet 10 ! " (May take 1 minute for status to refresh)
192,168, 123.252 outlet 11 @) r —
192.168.123.252 outlet 12 @ E} No |
192,168.123.252 outlet 13 @y
192.168.123.252 outlet 14 @
152.168. 123.252 outlet 15 @)
192,168.123.252 outlet 16 @
192,168, 123.252 outiet 17 @
152,168, 123.252 outlet 18 @)
162.168.123.252 outiet 19 i)

Reloading Your Document

If you close the NetCommander-AXS application, and reopen it, the last saved document
will be reloaded by default.

Should you create and save several documents you can load them on demand through
the File->Open... menu.

This completes the Quick Start section. The remainder of this documentation provides further

details on major concepts of the NetCommander-AXS.

NetCommander-AXS Window

The NetCommander-AXS application runs with a single main window.

Window Components

Main areas of the screen include:

Title bar. Indicates name of Document being edited

Main menu. Standard application window menu

Toolbar. Standard application toolbar.

Navigation Tree. Selecting within the Navigation tree loads the relevant Target or Device
Group into the corresponding Targets Table or Devices Table.

Devices Table. Details a list of defined Devices within the selected Group for the given
Document

Targets Table. Details a list of defined Targets within the selected Group for the given
Document

Events Table. Lists events that have occurred within NetCommander-AXS activity.

An image of the NetCommander-AXS Window with indications of its areas is shown below:



Title Bar Navigation Tree Main Menu Toolbar Targets Table / Devices Table

4 idd| [ opef [ save T Delete 53 Copy [ Paste [ Properties ), Find {§ Reload | [l Moritor | %X Discovery SgfUsers | () p Power [Ep Display kM [B] Access Mode [ AdminMode | TRIPP-LITE |
2@ Targets j' B | Target Name \ Device / \ port \ Description
438 Maintenance [}, Aerospace Main Office KVM ’ 7
i ‘el Corporate B, Audmers Figuet Royal Oak Main Office KVM 15
£ Devices =), chronomat Main Office KVM E]
e Admin Equipment [, constelation Main Office KVM 3
e Headauarters Equipment | | [, Devile Main Office KUM 3
[, we Schaffhaussen Main Office KVM 13
I
Severity | Time Event Details [
Info 07/08/2015 14:39:51 document saved Document my_first_example saved N
Info 07/08/2015 14:36:11 device added Device 192. 168.123.55 added Bl
Info 07/08/2015 14:36:11 device added Device 192.168.123.73 added
Info 07/08/2016 14:36:11 device added \ Device 192.168.123.82 added il
A iiad iiad
Document saved y \
\

Status Line kents Table

Convenience Features
The NetCommander-AXS provides:

e Copy-paste of Targets and Devices
e Drag-drop of Devices and Targets to different Groups

Managed Elements

Document

The NetCommander-AXS Document element represents a set of definitions of:

e KVM and PDU Devices
e KVM and PDU Targets
e Groups of Devices and Targets

The NetCommander-AXS Window opens and presents a Document for viewing and editing (if in
admin mode). Through a document, a KVM target is selected and displayed in a separate video
window. A PDU target is displayed with its status as well as the ability to turn it on, off, or cycle.

Documents are actual files in a Microsoft Windows directory. The name in the title bar of the
NetCommander-AXS Window is the same as the Document’s file name. The files are of a
proprietary extension .xmb, and its contents are encrypted.

A Document will have one of several authentication modes through which a user accesses the
Document. See discussion in the User Authentication section.



Group

Groups contain Device or Target definitions. Every Device and Target definition has an
associated Group.

The root Group for Targets is called “Targets”. The root Group for Devices is called “Devices”.
These 2 Groups are always displayed in the navigation tree.

Adding a Group

In Admin mode, Groups can be added under the root groups.
To add a Devices Group, select the “Devices” Group and pick Add Group through

e Popup menu
e Main menu
e Toolbar

A new Device Group can be added under the Devices Groups only.
To add a Targets Group, select the “Targets” Group and pick Add Group through

e Popup menu
e Main menu
e Toolbar

A new Target Group can be added under the Targets Groups only.

Fill out the resulting dialog and select OK. See example images below:

"85 Netc der-AXS - New D - "e - ' - - " o |Gl <7

File Edit Actions Options Help

z — e
4k Add [ Open [ Save [T Delete 53 Copy [ Paste Y Properties 2, Find § Reload | [y Monitor | 2% Discovery & Users “ () » Power [Ep Display kvM B Access Mode |[4 Admin Mode ‘ TRIPP-LITE
©) Targets [ Device Name - P | Type | Description |
-l Devices
Add Device Group @

Group Name: | MyDevicesGroup

Description: I put my devices here|

Severity Time Event Details




e T AR e
File Edit Actions Options Help

————
4k Add [ Open [=] save [ Delete 53 Copy [ Paste Jff' Properties 2 Find 4§ Reload | [y Monitor | %% Discovery [ Users | (1) p Power [Ep> Display kvM [El] Access Mode [ Admin Mode | TRIPP-LITE
R
+{8) Targets [y | Target Name = | Device | Port | Description
=@ Devices
e MyDevicesGroup
Add TargetGroup =)
[o ]
Severity Time + Event Details

Editing a Group

In Admin Mode, to edit a non-root Group, select the Group of interest, and select “Properties”
with either

e Popup menu
e Main menu
e Toolbar

Edit the group name and/or description in the Properties dialog, then select OK.

See example below for a Device Group:

® - w—
£2 NetCommander-AXS - New Document * e - —— . —— - “ e .l \ l‘:' B % ‘
File Edit Actions Options Help
——
dh Add [ Open [=] save [ Delete 53 Copy [[5] Paste [ Properties ), Find {f Reload | |gf| Monitor | 5% Discovery 5 Users [ () p Power [Elp> Display kM Q] Access Mode Qmmde‘ TRIPP-LITE
Lt ots
8 Targets | Device Name - | P | Type | Description
.68 MyTargetsGroup
i@ Devices
- e MyDevicesGroup
Properties o =)
Group Name: | MyDevicesGroup|
Description: |1 put my devices here
Severity Time [E] Details
=




Deleting a Group

In Admin Mode, A non-root Group can be deleted by selecting it and selecting Delete through:

e Popup menu

e Main menu

e Toolbar

o Selecting the Delete key

The group will be deleted, including any relevant Devices and Targets

KVM and PDU Devices

A Device definition represents either a Tripp Lite KVM or PDU Device. Devices are added either
through discovery (see Discovery section) or manually, as described in this section. A KVM
Target definition has an associated KVM Device definition. Likewise a PDU Target definition has
an associated PDU Device definition

Adding a KVM Device

In Admin Mode, make sure the Devices table is showing by selecting a Device Group of interest
in the NetCommander-AXS Window. Then select “Add KVM Device” through:

e Popup menu
e Main menu
e Toolbar

The Add KVM Device dialog is then displayed. Below are 2 images of this dialog.

o Device Tab of Add KVM Device dialog:



Device | Targets

Device Mame: |

Device Type: Tripp Lite 432 KVM B
IP: |

Login Mame: |

Password:

|
|
|
TCP Port: 900 |
|
|
|
|

|
Confirm Password: |
|

Description:

Lok J[ cse ]

e Targets Tab of KVM Device dialog:



- 5
ovomonss s

Target Definitions on Device

awwmm>>=

Port &

Target Mame Group

Description I

S R - R T T = R A IR

Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined

-

m

-

Define All || Clear Al || Clear Selected |

Fill out the required fields of

e Device name

e Device type

e |P address

e TCP port

e Device login name
e Device password

ok || Cose |




You can optionally fill out:

e Description

e Targets. You can manually define individual Targets with distinct names and Target
Group locations. For any Target names left not defined, upon Oking the dialog, the
software will attempt to access the device and initialize target names based on the
names as indicated on the device itself.

Select OK to commit the dialog’s definitions to the NetCommander-AXS window.

Adding a PDU Device

In Admin Mode, make sure the Devices table is showing by selecting a Device Group of interest
in the NetCommander-AXS Window. Then select “Add PDU Device” through:

e Popup menu
e Main menu
e Toolbar

The Add PDU Device dialog is then displayed. Below are 2 images of this dialog.

e Device Tab of Add PDU Device dialog:



Add PDU Device ‘
1
Device | SNMP | Targets
Device Mame: | |
l Device Type: [Tri::\p Lite 30 Port PDU (PDU3VSR2) -
Manufacturer: Tripp Lite
I e | L |
Description: | |
| |
|
|
| ok || Close |
T - | T -

SNMP Tab of PDU Device dialog:



| Device | SNMP | Targets |

Protocol:

SMMP Port {0-55535):
Retries (0-10):

Timeout Period (1-300 secs):

Read Community:

Write Cormmunity:

Confirm Write Community:

e Targets Tab of PDU Device dialog:



Add PDU Device e

| Device | shmp || Targets|

External hosts ==
Target Definitions on Device

I Outlet « I Target Mame Group Description
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined

1
2
3
4
a
6
7
8
3
10
11
12
13
14
15
15
17
13
19
20
21
22

-

Define All || ClearAll || Clear Selected |

ok J[ cose ]

Fill out the required fields of

e Device name

e Device type

e |P address

e SNMP protocol

e SNMP port

e SNMP retries

e SNMP timeout period



e SNMP read and write community
You can optionally fill out:

e Description

e Targets. You can manually define individual Targets with distinct names and Target
Group locations. For any Target names left not defined, upon Oking the dialog, the
software will attempt to access the device and initialize target names based on the
names as indicated on the device itself.

Select OK to commit the dialog’s definitions to the NetCommander-AXS window.

Editing a Device
In Admin Mode, to edit a Device, select the Device of interest in the Devices table in the
NetCommander-AXS Window. Then select “Properties” through:

e Popup menu
e Main menu
e Toolbar

The Device Properties dialog is displayed, and initialized with the Device’s data. The dialog
components are similar to those in the Add Device section.

Upon selecting the OK button, the Device's attributes are updated in the NetCommander-AXS
Window.

Additionally, some attributes of a Device can be edited directly with in-place Device table
editing. Attributes include Device name, IP address, and description.

Deleting Devices
In Admin mode, to delete Devices, select the Devices to be deleted in the Devices table in the
NetCommander-AXS Window and then selecting Delete through:

e Popup menu

e Main menu

e Toolbar

e Selecting the Delete key

The Devices will be deleted, including any relevant Targets



KVM and PDU Target

A Target definition, for a KVM, represents a port on a KVM Device through which a KVM video
window is opened. For a PDU, a Target represents an outlet on a PDU device. Targets are added
either through Discovery (see Discovery section), by default when adding a device as described
in this section, or directly in manual fashion, as described here. A KVM Target definition has an
associated KVM Device definition, and a PDU Target definition has an associated PDU Device
definition.

Adding a KVM Target

In Admin Mode, make sure the Targets table is showing by selecting a Target Group of interest
in the NetCommander-AXS Window. Then select “Add KVM Target” through:

e Popup menu
e Main menu
e Toolbar

The Add KVM Target dialog is then displayed. Below is an image of this dialog.

Add KVM Target S

Target Mame: MyKumTargEﬂ
Device: :MyK‘u'M v: B
Port: :1 v:
Access: [] Block Access
Description:

[ Ok ” Close ]

Fill out the required fields of

e Target name
e KVM Device associated with target
e Target port

You can optionally fill out:

e Select ‘Block Access’ to prevent access to the target
e Description

Select OK to commit the dialog’s definitions to the NetCommander-AXS window.



Adding a PDU Target

In Admin Mode, make sure the Targets table is showing by selecting a Target Group of interest
in the NetCommander-AXS Window. Then select “Add PDU Target” through:

e Popup menu
e Main menu
e Toolbar

The Add PDU Target dialog is then displayed. Below is an image of this dialog.

Add PDU Target S

Target Mame: \MyPduTarget

Device: :MyPDU - E]
Cutlet: :1 -
Access: [7] Block Access

Description:

[ Ok ” Close ]

Fill out the required fields of

e Target name
e PDU Device associated with target
e Target outlet

You can optionally fill out:

o Select ‘Block Access’ to prevent access to the target
e Description

Select OK to commit the dialog’s definitions to the NetCommander-AXS window.

Editing a Target
In Admin Mode, to edit a Target, select the Target of interest in the Targets table in the
NetCommander-AXS Window. Then select “Properties” through:

e Popup menu
e Main menu
e Toolbar



The Target Properties dialog is displayed, and initialized with the Target’s data. The dialog
components are similar to those in the Add Target section.

Upon selecting the OK button, the Target’s attributes are updated in the NetCommander-AXS
Window.

Additionally, some attributes of a Target can be edited directly with in-place Target table
editing. Attributes include Target name, Target’s Device, port number, and description

Deleting Targets
In Admin Mode, to delete Targets, select the Targets to be deleted in the Targets table in the
NetCommander-AXS Window and then selecting Delete through:

e Popup menu

e Main menu

e Toolbar

e Selecting the Delete key

The Targets will be deleted.

External Hosts

External Hosts refers to using lists of host details for assigning to Target names. Typically, a user
will want to assign meaningful names to targets which can be found in these external host lists.
There are 3 types of external hosts sources:

e Text File
e LDAP
e DNS

External hosts are used in:

e Targetstabin the Add Device dialog
e Targetstab in the Edit Device dialog
e Discovery Results dialog

The user can easily drag-and-drop host details into Target definitions.

Defining External Hosts Source

Defining of an External Hosts Source is done through selecting either:

e Selecting the “Source>>" button in the dialog resulting from selecting File->External
Hosts List menu item



e “Source>>" button in the expanded split pane within the Targets tab in the Add Device
or Edit Device dialog
e Filling out the Hosts tab in the Discovery dialog

Image of selecting the “Source>>" button for each of the above is shown below is shown below:

e External Hosts List:

| ,
T

External Hosts
Mame &
Refresh Hosts SOUrCE ==
Source:DNS e
LDAP...
¥ DMS..

e Device dialog expanded Targets tab:



Device | SNMP | Targets

Target Definitions on Device

External hosts >3 :

<< Drag entries to assodate

External Hosts

| Outlet I

Target Name I Group

Description I

| Mame

R T i TN R I

B

Mot defined
Not defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Not defined
Mot defined
Mot defined
Not defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Not defined
Mot defined
Mot defined
Not defined

-

m

-

Define Al | [ Clear Al | [ Clear Selected |

Source:DNS

External hosts in discovery dialog (right-side):

-a i

Hame -

Port s

Select 0K to set dscovered Targets & Devices nto main whdow's groups >> | O

File-based External Hosts

Selecting the “File...” menu item in both cases above will show a file manager dialog, prompting

the user to select a .csv file.

The expected syntax of the .csv file:




e  First row is column titles

e Subsequent rows are comma-delimited entries such that the first entry in each row is

the host name, and anything else is considered descriptive information.

File-based External Hosts Configuration Example
Below is an image of an external host list shown it the dialog. Below it are the first few lines of

the file that it is displaying.

e Dialog Example:

External Hosts

I Mame -
Iﬂ Meptune yyy 192,168.123.101 Server A Miarni
Ij Mars 192.168.123,102 Server B Miami
Ij Venus 192.168.123.103 Server C Mizrmi
@ Jupiter 192,168,123, 104 Server D Miami
Iﬂ Mercury 192.168.123,105 Server E Houston
Ij Comet 192.168.123. 106 Server F Houston
Ij Titan 192.168.123.107 Server G Houstor
@ Janus 192,168,123, 108 Server H Houston
Iﬂ Callisto 192,168.123.109 Server I Seattle
Refresh Hosts

Source:C:'bakathosts. csv

e File Content for Above Example:



Host,IP,Tag,Location

Neptune yyy,192.168.123.101,Server A,Miami
Mars,192.168.123.102,Server B,Miami
Venus,192.168.123.103,Server C,Miami
Jupiter,192.168.123.104,Server D,Miami
Mercury,192.168.123.105,Server E,Houston
Comet,192.168.123.106,Server F,Houston
Titan,192.168.123.107,Server G,Houston
Janus,192.168.123.108,Server H,Houston
Callisto,192.168.123.109,Server |,Seattle

LDAP-based External Hosts

Selecting the “LDAP...” menu item in both cases above will show an LDAP configuration dialog,
prompting the user to enter relevant entries for querying LDAP hosts. Image of the dialog is
shown below:

) External Hosts from LDAP Configuration

LDAP Server IP: l 192|. 168 . 123 . 187

Port: 1234 |
Base DN: iou=accesshosts,dc=example, dc=com [
Attributes: cn,description ‘

Comma-delimited. Leave blank for all attributes.

[ Save ][ Close ]

User needs to specify:

e LDAP server IP address to query from
e |DAP server port

e Base DN containing the list of hosts
e Attribute(s) to display in result set

LDAP-based External Hosts Configuration Example
e For the configuration in the image above, the following results are displayed in this

trivial example:



External Hosts List

Exkernal Hosts

x]

| Hiosk |
Liz—ﬂ finance_server Holds financial recards
|g'—j| marketing_server Primary device Far markeking
|g'—j_| mfg_server Manages output processes
Liz—ﬂ rnd_server Contains development documentation
Refresh Hosts SOuUrce s

Source: LDAP server IP 192,168,123, 187

Close

e LDAP file syntax possibility for above:
dn: ou=accesshosts,dc=example,dc=com
objectclass: organizationalunit
ou: hosts
description: access hosts set

dn: cn=marketing_server,ou=accesshosts,dc=example,dc=com
objectclass: device

cn: marketing_server

description: Primary device for marketing



dn: cn=finance_server,ou=accesshosts,dc=example,dc=com
objectclass: device

cn: finance_server

description: Holds financial records

dn: cn=rnd_server,ou=accesshosts,dc=example,dc=com
objectclass: device

cn: rnd_server

description: Contains development documentation

dn: cn=mfg_server,ou=accesshosts,dc=example,dc=com
objectclass: device

cn: mfg_server

description: Manages output processes

DNS-based External Hosts

Selecting the “DNS...” menu item will show a DNS configuration dialog, prompting the user to

enter relevant subnets over which the DNS entries will be retrieved. Image of the dialog is

shown below:

22 External Hosts from DNS Configuration u

Subnet Configuration

Subnets
10.22.0.0/255,255,255.0

| Add.. || Edit. || Delete |

[ Save and Refresh Hosts ][ Close ]




DNS-based External Hosts Example

For the dialog above, selecting “Save and Refresh Hosts” will fetch the DNS entries on the
indicated subnets. Below is a typical response.

External Hosts List |E|

External Hosts

- I Hosk I I
Iﬂ RMND-DHIZP-DMNS 192.165.123.12 L
Ij varon-deskkop, minicom, local 192,188,123.101
@ mikivs-compl 96, minicom. local 192.168.123.102
% DHS Scan Progress
]
% Querying DMS. ..
% Cancel
@ d1191854 . minicom.local 192,168.123.113
Ij d1151247 minicom.local 192,165.123.120
Iﬂ d1148107.minicom.local 192.165.123.115
Ij tnd-comp3z7 192,168,123,129
@ iljrws002 . minicom. local 192.168.123.117
Ij rnd-compl36 192.165,123,130 =
Ij arcadyb-deskkop, minicom. local 192.168,123.131
Ij tnd-compl3S, minicom. local 192.168,123.127
@ mikiv-compl 22, minicom.local 192.168.123.123
Ij doz2af 1 minicom, local 192,168,123.119
Ij qalab-comp319. minicom. lacal 192.168,123.133
Ij asaf-compl 45, minican, local 192.168,123.132 r
= PP P
Refresh Hosks SOUrce =
Source: DNS

Close

Using External Hosts

To use external hosts:

e Open an Add Device dialog or Edit Device dialog instance.



e Select Targets tab, and expand right-side splitter

e Dragrelevant external hosts onto the associated Targets. Target names and descriptions
are updated accordingly.

e See Discovery section and Getting Started section for using external hosts during
discovery.

File-based External Hosts Usage Example
Continuing with the example above, below is an example of opening an Add Device Dialog, and
dragging some external host into Targets:

©) ndd KYM Device X

| Device | Targets |
Target Definitions on Device : External Hosts

| Port « |Target Na... Group Description | ‘ Host P Tag Location ‘
1 Mot defined » [ @ Meptune yyy 192.168,123.101 Server A Miami Al
2 Not defined @ Mars 192.168.123.102  Server B Miami

L@J 3: Mars Targets 192.168.123.102, Server B, Miami @ Yenus 192,168.123.103 Server C Miarni
4 Not defined @ Jupiter 192.168.123.104 Server D Miami
5 Mot defined @ Mercury 192.168.123.105 Server E Houston
6 Not defined @ Comet 192.168.123.106 Server F Houston
7 Mot defined @ Titan 192.168.123.107 Server G Houston

L@J 8 Janus Targets 192.168.123.108, Server H, Houston @ Janus 192.168.123.108 ServerH Houston
9 Mot defined & calisto 192.168.123.109  Server I Seattle
10 Not defined &) Meteor 192.168.123.110 Server ) Seattle
1 Not defined @ Ceres 192,168.123.111  ServerK Seattle
12 Not defined @ Rhea 192,168.123.112  ServerL Seattle

@ 13 Portia Targets 192.168.123.113, Server M, Seattle @ Portia 192.168.123.113 Server M Seattle
14 Not defined @ Brixia 192.168.123.113  Server N Seattle
15 Mot defined 4 @ Cuney 192,168.123.113 Server O Seattle
16 Mot defined [ @ Geoffrey 192.168.123.113  ServerP Seattle
17 Mot defined & powns 192.168.123.113  Server Q Chicago

L@J 18 Dlga Targets 192.168.123.113, Server R, Chicago @ Olga 192.168.123.113 ServerR Chicago
19 Mot defined @ Rios 192.168.123.113 ServerS Chicago
20 Not defined @ Telia 192,168.123.113  Server T Houston
21 Mot defined @ Valentine 192.168,123.113 ServerU Chicago
22 Not defined v [ g Utra 192.168.123.113  Server ¥ Chicago &

Define All ] [ Clear Al ] [ Clear Selected ] Source:D:\bak2imy_hosts.csv

Device Discovery

The NetCommander-AXS provides functionality to Discover KVM and PDU Devices. Discovered
Targets and their associated Devices can then be added into NetCommander-AXS Window

Target Discovery is performed through the Discovery dialog. To show the Discovery dialog
either:

o Select the Discovery toolbar button
e Select Actions->Discovery main menu item

Two activities are performed by the user in this dialog:

e Configuring parameters for discovery



e Running the discovery itself

Below is an image of the loaded dialog:

3 ooy
—— [ B

To discover Devices and Servers, configure tabbed panels below, then select 'Start Discovery'

Subnet| kvM | PDU | Host | Other |

Subnets
10.22.0.255/255,255,255.0

Lok J[ cose ]

Discovery configuration parameters include:

e Subnets Tab:
Provides definitions of subnets that will be searched for KVM & PDU devices and/or
Hosts.
o Subnets. Configuration of one or more subnets is done here. For a new Document,
the subnets table is initialized with the local subnet. Discovery will attempt to
discover KVM and PDU Devices within these subnets. Below is an image of the

dialog used for adding a subnet. In the example, subnet 192.68.123.255 with with a
mask of 255.255.255.0 shown:



IP Address: | 192 . 168 . 123 . 255

Subnet Mask: | 255.255.255. 0

[0k ][ Close |

KVM Tab:
Defines intent for discovering KVM devices.

Example shown below:

| To discover Devices and Servers, configure tabbed panels below, then select 'Start Discovery'

| Subnet | KVM | PDU | Host | Other |

Discover KVM Devices

[ (oo |

Simply check / uncheck intent to subsequently discover KVM devices.

PDU Tab:
Defines intent and details for discovering PDU devices.



Example shown below:

2 v o S - =

|| To discover Devices and Servers, configure tabbed panels below, then select 'Start Discovery' 1

| Subnet | kvM | PDU | Host | Other |

Discover PDU Devices:
Protocol: [SNMP w2 - ]
SNMP Port: 161 |
SNMP Retries (1 - 100): 2 |
Timeout (1 - 300 secs): | 5 |
Read Community: |tri|:|p|ite |
Write Community: |-uu"u |
Confirm Write Community: |-uuuu| |

(0] ulose..

Details include:
o Check box for intent to discover PDU devices
SNMP protocol to communicate with SNMP device (SNMP v1 or SNMP v2c)

o SNMP communications port

o SNMP retry count

o SNMP timeout period

o SNMP read and write communities
e Host Tab:

Configures intent and parameters for discovering/loading external hosts. When discovery is
complete, these hosts can be dragged onto discovered targets to assist in name recognition of
endpoints of targets.

Example shown below:



To discover Devices and Servers, configure tabbed panels below, then select 'Start Discovery'

| subnet | KvM | PDU | Host | Other |

Discover External Hosts:;

i) LDAP:

LDAP Server IP:

Base DM:

|
Port: |
|
|

Attributes:

Comma-delimited. Leave blank for all attributes.
(@ DNS Using Subnets

i) Host File {.cav)

|:| File:

Lok J{ cose ]

o LDAP choice and fields:
Parameters for an LDAP server and LDAP query whose results will be treated as
hosts. See the External Hosts section for more details in using LDAP for external
hosts.

o DNS choice:
Subnets in subnets tab will be inspected for DNS entries. Any DNS host names
discovered will be used.

o Host File (csv) choice and file indication
Supplied .csv file will be loaded and treated as a set of external hosts.

e Other Tab:
Configures number of maximum number of threads that can run concurrently in
discovery.
Example shown below:



To discover Devices and Servers, configure tabbed panels below, then select 'Start Discovery'

| subnet [ kvm [ PoU | Host| Other |

Maximurm Mumber of Scan Threads (1-100): 25

| oK |[ Close ]

Once configuration has been set up, to start a discovery session, select the “Start Discovery”
button. See the image in the Quick Start section for an example of a running Discovery session.

After a discovery session has completed, a table of discovered KVM and PDU Targets and
external hosts is shown. In the table, the user can:

o Delete discovered KVM and PDU Targets that are of no interest.
e Drag external host names of interest onto relevant Targets
e Manually edit names of Targets

Finally, selecting OK will place the discovered Targets together with discovered Devices into
NetCommander-AXS Window for further use.

User Authentication

Prior to allowing access and usage of a Document, the NetCommander-AXS will authenticate the
user. Authentication occurs when accessing the Document either with Access Mode or Admin
Mode.



Part of a Document’s definition is its authentication mode. There are 4 such modes:

e No Authentication. No authentication is performed and any user can access the
Document, in Access Mode or Admin Mode.

e Document-Defined User Authentication. An encrypted list of user name + password
pairs are defined within the Document. The user’s user name and password is
authenticated with this list.

e LDAP Authentication. The user provides a user name and password, which is
authenticated with one or more LDAP servers. Additionally, trying to display a Target
may require additional authentication.

e RADIUS Authentication. The user provides a user name and password, which is
authenticated with one or more LDAP servers.

Defining user authentication mode for a Document is done through Admin Mode. The user must
define an authentication mode when saving a Document for the first time.

Additionally, the Users dialog, which manages authentication definitions, can be accessed from
the Options->Users main menu item or the Users toolbar button. This allows for editing the
Document’s User Authentication mode and content in ongoing fashion as desired.

Details of the different definitions are presented in the next sections.

No Authentication Mode
To define a situation where free access is given to a Document, use the No Authentication
Mode. Simply select the ‘No authentication. Document opens directly’ combo box item. Image
of this choice is shown below:



Choose user authentication mode for this document, then enter relevant data

User Authentication Mode: | Mo authentication. Document opens directly! «

ok [ dese |

Document-Defined User Authentication

To define Document-defined user authentication mode, select the ‘Users and groups defined
below’ combo box item. The users, users groups, and session tabbed pane is shown. See below:



E@ Document Users - New u

|
Users | User Grot.pslSession
Enabled | ReadM‘rihel Login Name -« Type Access Policy First Name Last Name Email Description
Add... |[ Edt. |[ Delete |

In the Users tab, you can add, edit, and delete users as needed. Below is the dialog shown for
adding /editing a user:



Login Mame:
Password:
Confirm Password:
User Type: :User -
First Mame:
Last Mame:
Email:
Description:
ReadMirite
Enabled

Access Policy: All Targets -

[ OK ” Cancel

Fields required to be filled out are:

e Login name. User name in login dialog

e Password. Password in login dialog

e User type. User or Administrator. (‘User’ type implies access for Access Mode only.)

e Read/write. Relevant for limiting Administrator users to be read/write or read-only, as
well as User users to be read/write or read-only. For User users, this is relevant only for
PDU targets, where a read/write user could manipulate an outlet’s status, whereas a
read-only user cannot.

e Enabled. If not selected, user will not be allowed to login.

e Access Policy. Defines range of targets/devices user can access. See discussion below.

Access Policy
Access policy indicates which devices and/or targets the referenced user has access to. Choices
are:

e All Targets. If selected, the user has access to all defined targets in the Document. For
Admin type users, this must be selected.

e Selected Devices. If selected, user has access to any targets defined within the selected
device(s). See example below.

e Selected Targets. If selected, user has access to any target(s) selected. See example
below.



e Selected User Group. If selected, user has access to targets defined within the user
group. See discussion on user groups.

Selected Devices Example
User ‘user_a’ is limited to viewing and accessing the targets within the selected devices

indicated:

Login Mame:
Pazzword:

Confirm Password:

User Type:
First Mame:
Last Mame:
Email:

Description:

Access Policy:

‘user_a ‘
‘ (111211 ‘
‘ TERERE ‘
= -
ReadWrite

Enabled

[Seiected Devices: - ]

I Device Mame Group IP I Type
192.168.123.73 Cur KVMs 192.168.123.73 Tripp Lite 2x32 KVM
192,168, 123.82 Cur KVMs 192,168, 123.82 Tripp Lite 1x16 KVM
192,168, 123.88 Cur KVMs 192, 168.123.88 Tripp Lite 2x16 KVM
192,168, 123,252 Cur PDUs 192.168,123.252  Tripp Lite 30 Port ...

Selected Targets Example
User ‘user_b’ is limited to viewing and accessing the targets indicated:




Login Mame; |user_b |
Password: | |
Confirm Passwaord: | |
User Type: [User -* ]
First Name: | |
Last Mame: | |
Email ; | |
Description: | |
Read/Write
Enabled
Access Policy: [Sel-ected Targets: - ]
| Target Mame = | Group I Device I Port I
LA DA L, O LS
-~
IWC Schaffhaussen Corporate Access  192.168.123.88 13
Rolex Submariner  Corporate Access  192.168.123.38 14
Audmars Piguet R... Corporate Access 192.168.123.88 15
Ulysse Mardin Corporate Access  192.168.123.88 15
192.168.123,252 ... Power 192.168.123.252 1
192.168.123,252 ... Power 192.168.123.252 2 @
192.168.123.252 ... Power 192.168.123.252 3
192.168.123,252 ... Power 192.168.123.252 4
1192,168.123,252 ... Power 192,168.123.252 5
=
[l _d4mm 4em 455 aes m 4mm 40 4mn s

User Groups
User groups are sets of users who are given a common access policy. User groups makes
it easy to define many users with a common user policy. Below are 2 examples.



Group with Selected Devices Example

Mame: |group_a |

Description: | |

| Selected Users in Group:

I Enabled I User Mame I Type Access Policy First Name I Last Name Email Description
Yes userl User User Group: group_a
‘fes user User User Group: group_a
user3 User User Group: group_a
userd User User Group: group_a
users User User Group: group_a
userg User All Targets
user? User All Targets
userd User All Targets
admin Administrator All Targets
Access Palicy for Selected Users: ’Seleched Devices: -
I Device Mame - I Group 1P Type
192.168.123.73 Our KvVMs 192.168.123.73 Tripp Lite 2x32 KVM
192,168.123.82 Our KVMs 192,168.123.82 Tripp Lite 1x16 KVM
192.168.123.88 Our KvMs 192.168.123.88 Tripp Lite 2x16 KVM
192, 168,123,252 Our PDUs 192.168.123.252 Tripp Lite 30 Port PDU {PDU3VSR2Z)




Group with Selected Targets Example

: Edit User Group
Name: |grou|:|_b |
Description: | |
Selected Users in Group:
Enabled User Name I Type Access Policy I First Name I Last Mame Email Description
Yes userl User User Group: group_a
Yes user2 User User Group: group_a
Yes user3 User User Group: group_a
Yes userd User User Group: group_a
Yes users User User Group: group_a
Yes users User User Group: group_b
Yes user7 User User Group: group_b
Yes userd User User Group: group_b
es admin Administrator All Targets
Access Policy for Selected Users: [Selecbed Targets: -
- Target Mame I Group I Device I Port I
W] SeaMaster Planet Ucean Corporate Access 192 168. 123.58 F i
Superocean Corporate Access 192.168.123.88 8
Mavitimer Corporate Access 192.168.123.88 10 E|
Ulysse Nardin Corporate Access 192,168,123.88 16
192.168.123.252 outlet 8 Power 192.168.123.252 8
192,168,123.252 outlet 11 Power 192.168.123.252 11
192.168.123.252 outlet 14 Power 192.168.123.252 14
192,168, 123.252 outlet 17 Power 192,158.123.252 17
192,168, 123.252 outlet 20 Power 192.168.123.252 20
Server 01 Maintenance Access 192.168.123.73 1
Server 02 Maintenance Access 192.168.123.73 2
Server 03 Maintenance Access 192.168.123.73 3
Server 04 Maintenance Access 192.168.123.73 & -




Users Groups Tab for Group Examples Above

User Authentication Mode: [i.lse:saﬂd groups defined below Pw

User Groups | Session

User Group Name I Access Policy Description
\group_a Selected Devices
group_b Selected Targets

Add... || Edit.. ][ Dekte |

ok J[ s ]

Users Tab for Group Examples Above
am Document demo_: gl

Choose user authentication mode for this document, then enter relevant data

User Authentication Mode: [Llse:sand -groups defined below i ]

Users | User Groups | Session

Enabled | Read/Write | Login Name » Type | Access Policy First Mame | Last Mame Ermail Description
fes fes userl User User Group: group_a
A= fes userd User User Group: group_a
fes Yes userd User User Group: group_a
fes fes userd User User Group: group_a
fes Yes users User User Group: group_a
fes ‘fes usert User User Group: group_b
[fes Yes user? User User Group: group_b
Yes Yes userd User User Group: group_b
fes Yes admin Administrator Al Targets

add... |[ Edt.. |[ Delete |

ok ][ cose |




Session
The last tab in this mode is the Session tab. It allows the user to define session disconnection
after a period of user inactivity. Disconnection period choices are ‘Never disconnects’, 1, 5, 10,

15, 30, and 60 minutes. Tab view:

I Choose user authentication mede for this document, then enter relevant data

User Authentication Mode: Usersandgroups defined below -
Usersl User Groups | Session
User inactivity will disconnect session after (minutes): .Never disconnects =

LDAP Authentication
To define LDAP authentication mode, select the ‘LDAP authentication’ combo box item. The
LDAP tabbed pane is shown.

To define LDAP authentication mode, select the ‘LDAP’ combo box item. LDAP Authentication
Servers, User Access Policy, Local Administrator, Target Authentication, and Session tabbed

pane is shown. See below:



35 Document Users - dermo sormplc
= Doi.lment Users - demo_sam g

Choose user authentication mode for this document, then enter relevant data

User Authentication Mode: | 1DAP i ]

LDAP Authentication Servers | User Access Policy | Local Adminstrator | Target Authentication | Session|

Servers will be accessed in top-down order:

Server IP Address Port Bind DN

La)
(v ]

Add... || Edit.. ][ Delete |

(o [ dese |

LDAP Servers

In the LDAP Authentication Servers tab, you can add, edit, and delete LDAP servers as needed.
When authenticating a user, authentication will be performed top-down in the list if there are
multiple servers defined. Below is the dialog shown for adding /editing an LDAP server:

LDAP Server IP: | 192.168.123.187 |
Port: 1234 |
Bind DN: |m=$,uu =people,dc=example,dc=com |

Example: “cn=5,ou=people,dc=example,dc=com” where '§' is user name place

ok | cance

The required items to define this mode include:

e LDAP server IP. The IP address of the LDAP server to be used for authentication
e Port. Port number of the LDAP server to be used for authentication
e Bind DN. The LDAP Bind DN to be used in authenticating a user. The bind DN must
include a ‘S’ character which represents a place-holder for the user name.
o Anexample of a bind DN:
cn=$,ou=people,dc=example,dc=com



If a user tries to login as user: Yaron, an attempt to authenticate with bind DN of
cn=Yaron,ou=people,dc=example,dc=com
will be performed.
e Declaration of users read/write attribute. 2 choices are:
o All users are read-write
o Value of LDAP attribute to be inspected if user is read-write. A value of ‘yes’
implies read-write, ‘no” implies read-only.

e Admin user name and password. This user name and password are intended as a back-
door access to the document if the LDAP server becomes unusable.

User Access Policy
User attributes are defined in the User Access Policy tab. See image below.

e User read-write attribute
o Select either ‘All users are read-write’ or
o ‘User read-write attribute defined in LDAP attribute:’ to allow read-write on a per
user basis. In the example below, user attribute ‘readwrite’ defines user having
read-write privileges or not.
O
e Accessibility attribute
o Select either ‘All users can access all targets’ or
o ‘User access policy name defined in LDAP attribute:’ to define LDAP attribute
containing the name of relevant user policy on a per-user basis. In the example
below, user attribute ‘policy’ defines the access policy name relevant for each user.



Choose user authentication mode for this document, then enter relevant data

User Authentication Mode: [LD&P - ]

LDAP Authentication Servers | User Access Policy | Local Adminstrator | Target Authentication | Session|

User read-write privileges

() All users are read-write

(@) User read-write attribute defined in LDAP attribute: readwrite

- Accessibility

() All users can access all Targets

(@) User access policy name defined in LDAP attribute: palicy |
Access Policy Name .« User Type I Access Policy
policy_a User Selected Targets
policy_b User Selected Targets
policy_c User Selected Targets

A, ) [(Edt.. ) ook ]

Local Administrator

An administrator user will be defined as a ‘local adminstrator’. That is, access will be provided to

this user regardless of LDAP’s status. This allows access to the Document in the event that LDAP
services are unavailable.

Below is an example of this panel.



Choose user authentication mode for this document, then enter relevant data

User Authentication Mode:  |LDAP -

LDAP Authentication Servers | User Access Policy | Local Adminstrator | Target Authentication | Session|

Administrator User Name: admin
Password: LTI
Confirm Password: ITITTYTYY

Target Authentication
Choices are:

e No authentication. A userthat has already been LDAP authenticated at the Document
level has free access to any Targets.
e Authenticate with LDAP filter. In this case the following information must be defined:

o LDAP Server IP. The IP address of the LDAP server to be used for target
authentication. (Note that this can be different from the Documentation-level
authentication LDAP server.)

Port. Port number of the LDAP server to be used for authentication
Authorization Subtree DN. The DN used for authenticating the Target access
rights

o Device Name Attribute. Attribute for representing the KVM device name for
which authentication will be allowed.

o Users Access Attribute. The attribute representing instances of user names and
Target port lists for which these users have authentication privileges. Within the
LDAP definition itself, the NetCommander-AXS requires this field to be valued in
the following syntax: <user_name>,<portnum_1>,<portnum_2>,...<portnum_n>
where:

= <user_name> is the user name

= And <portnum_1>, <portnum_2>,...<portnum_n> is a comma-delimited
list of port numbers such that Targets with those port numbers will be
authenticated. (See example).



An indication of what user name to use when authenticating the Target.

Choices:

Prompt for user name and password on target access. The user will be
shown a login dialog for the target, and the resulting user name and
password will be used for target authentication.

Authenticate with logged in user credentials on target access. The
already-authenticated user name and password from the Document-
level authentication will be used.

Below is an example of the Target Authentication tab

Choose user authentication mode for this document, then enter relevant data

User Authentication Mode: :LDRP

-

LDAP Server IP:
Port:

Authorization Subtree DM:

I | LDAP Authentication Servers | User Access Policy [ Local Adminstrator | Target Authentication | Session|

() None. Authenticated document users have access to all targets

@ Authenticate target access with LDAP filter:

Device Name LDAP Attribute:

Users Access LDAP Attribute:

192,168 . 123 . 107
1234
ou=accessdevices,dc=example, dc=com
m
access
() Prompt for user name and password on target access

@ Authenticate with logged in user credentials on target access

[oc] (o

Session

See discussion in the Users and User Groups section



Example of LDAP user definition
A typical example:

dn: cn=Yaron,ou=people,dc=example,dc=com
objectclass: inetOrgPerson

cn: Yaron

sn: yalfia

uid: yalfia

userpassword: yaron

carlicense: ZA-123-BB56
homephone: 515-555-1234
mail: yaron @yourcompany.com
description: mgr

readwrite: yes

policy:policy_a

RADIUS Authentication

To define RADIUS authentication mode, select the ‘RADIUS’ combo box item. The RADIUS
tabbed pane is shown. See below. The tabs presented are similar to their equivalents in LDAP.
See LDAP section for details.



}

Choose user authentication mode for this document, then enter relevant data

User Authentication Mode: :RADIUS v:
RADIUS Authentication Servers | User Access Policy | Local Administrator | Session|
Servers will be accessed in top-down order:
Server IP Address Authentication Port  Accounting Port Timeout Retries Global Authentication
Add.. |[ Edit.. |[ Delete |

Onboard Device Configuration

The NetCommander-AXS allows displaying and editing of the onboard configuration of a KVM
Device.

This onboard device configuration shows and allows editing of configuration parameters directly
on the device. This is the same configuration user interface available in Tripp Lite’s
NetCommander-IP Client product. A large set of parameters can be configured and saved to the
device, such as IP address, device name, device date and time, etc.

To access onboard device configuration, select the KVM Device of interest in the KVM Devices
table, and select the Device Configuration menu item in either:

e Popup menu
e Actions main menu

Below is an image of the Device Configuration dialog:



[ e Conn M]

Device | Users | Switch Configuration | User Targets | Power Devices | Power Outlets | Serial Port | Security | Authentication | Date & Time|
~Device ID
[ Device Name: [p11g4a77 | {
TCP Port: 900 |
~IPv4LAN
Enable DHCP: i
MAC Address: 00:15:9D:02:F 1:AD

IP Address: [ 132.168.123.

Subnet Mask: | 255 . 255 . 255 .

Default Gateway: | 192 . 168 . 123 .

(@) Obtain DNS Server Address Automatically

() DNS Server: . 168 . 123,

~IPv6 LAN

Enable IPvé:

T @ DHCP  (7) Stateless () Static

IPv6 Address: |: :

Subnet Prefix Length: I:I

Default Gateway: | =

(@) Obtain DNS Server Address Automatically

() DNS Server:

~SNMP Redundancy Traps

Trap Recipient Address:

(@) IPv4:

@) TPvé:

(©) Host:

Community:

Multi Device Onboard Configuration Deployment

The NetCommander-AXS provides for saving onboard configuration of a specific device to a
selected list of other devices (“configuration deployment”).

To access multi device onboard configuration deployment:

e Select the “Actions->KVM-> KVM Device Configuration Deployment...” or
e Select a Device, right-click, and pick the “KVM Device Configuration Deployment..”

The following dialog is displayed:



) KVM Device Configuration Deployment @

Deploy configuration from KvM Device:

}lSysDevl v‘

KvM Devices to deploy configuration to:

e I Device Mame I P Type Status I Time:

[ & SysDevt 192.168.123.105  2x32

O @ 192.168.123.109 192.168.123.109  2x32

O @ dozgaF1 192.168.123.119  2x32

O @ dozgaFs4 192.168.123.110  2x32

O @ dooz3z3 192.168.123.126  2x32

Ll @ Testex3z 192.168.123.144  2x32

| &) 00:15:90:02:25:94 192.168.123.150  1x16

(| &) 192.168.123.153 192.168.123.153 PX

(| o) 192.168.123.156 192.168.123.156  IP Control

|:| @ TestDatcent 192.168.123.253 2x32

[¥] Abort on first error [ Select Al ][ Clear All ]
[ Start Deploying ][ Close ]

To deploy configuration:

1) Select the source device whose configuration will be deployed in the combo box
2) Select the checkboxes of devices to save the configuration to.

3) Select ‘Start Deploying’

Deployment then begins, and results are shown to user as they occur. Below is an
example of configuration deployment after completion:

) KVM Device Configuration Deployment

Deploy configuration from KVM Device:

!SysDev! v
K¥M Devices to deploy configuration to:

A I Device Name I IP Type Status Time
[] & SysDevi 192.168.123.105  2x32 Configuration fetched for source device 11:59:26 AM
(| @ 192.168.123.109 192,168.123.109  2x32
@ dozoaFt 192.168.123.119 2x32 Confiquration deployment succeeded. 11:59:28 aM
@ doz9aF4 192.168.123.110  2x32 Configuration deployment succeeded. 11:59:28 AM
@ dooz2323 192.168.123.126  2x32 Confiquration deployment succeeded. 11:59:29 AM
@ Test2x3z 192.168.123.144¢  2x32 Configuration deployment succeeded. 11:59:29 AM
(| & 00:15:90:02:25:94 192,168.123.150  1x16
[ @ 192.168.123.153 192.168.123.153 PX
(| & 192.168.123.156 192.168.123.156  IP Control
@ TestDatcent 192,168.123.253  2x32 Confiquration deployment succeeded. 11:59:30 AM

Abort on first error Select Al Clear all

I Start Deploying H Close ]




Multiple Device Firmware Upgrade

In Admin mode, selecting the Actions->KVM->KVM Devices Firmware Upgrade...
menu item will load the dialog, an example of which is shown below.

This dialog allows the user to upgrade an indicated firmware version to multiple
selected devices. The user must:

o Reference the firmware file to upgrade with

e Select a device type of interest (4x32, 2x32, etc)

e Select check boxes of relevant devices for the type

e Indicate whether to abort on first error encountered

e Load current version numbers by selecting ‘Show Versions’ button

e Upgrade firmware by selecting ‘Start Upgrading’ button

) KVM Devices Firmware Upgrade @
Version to upgrade with: |2:\DEVELOP\Ver_softivalidation files\2x1 6\MINICOM|20120529_b606.64b E]
Version device type: | Tripp Lite 4x32 v/

Upgrade to KvM devices:

[ 1 Device Name [ P [ Type Version Status Time

[J @ dozoars 192.168.123.105  Tripp Lite 2x32

[ @ 192.168.123.109 192.168.123.109  Tripp Lite 1x16

[ @ Test2xaz 192.168.123.110  Tripp Lite 2x32

@ dozonee 192.168.123.114  Tripp Lite 4x32

@ 192.168.123.118 192.168.123.118  Tripp Lite 4x32

i@ jonathans_dby 192.168.123.124  Tripp Lite 4x32

[ @ dozoars 192.168.123.133  Tripp Lite 2x32

[] & 192.168.123.143 192.168.123.143  Tripp Lite 2x32

[ @ 192.168.123.147 192.168.123.147  Tripp Lite 1x08

[] @ p1190ass 192.168.123.253  Tripp Lite 2x32

@ 2bygs 192.167.123.111  Tripp Lite 4x32

[] Abort on first error [ Select All J[ Clear All J[ Show Versions J
Start Upgrading

Reachability
Admin Mode

The Central Manager Window periodically updates the reachability states of any Groups,
Devices, and Targets within it. A Device (and its associated Targets and Group) is considered
reachable if there is communications with its IP address.

e If a Device, Target, or Group is reachable, no special adjustments to its associated icon is
made.



e If a Device, Target, or Group is not reachable, a small red circle in the lower-right corner
is shown in its associated icon

An example is shown below:

') Central Access Manager - test1
File Edit Actions Options Help

ok add [ Open [ Save [T Delete 53 Copy [ Paste pf Froperties ) Find 4 Reload 5K Discovery 5 Users [ AccessMode B o TRIPP-LITE
m P | Target Mame I Device | Port l Description |
- oo dby _targets | |TiEL 192.168.123.143 - port 23 192.168.123.143 23 A
=@ Devices (=) 192.168.123.143 - port 24 192.168.123.143 24
oo dby_devices | | (&, 192.168.123.143 - port 25 192.168.123.143 25
@ 192.168.123.143 - port 26 192,168.123.143 26
@ 192.168.123.143 - port 27 192.168.123.143 27
@ 192,168.123.143 - port 28 192,168.123.143 28
@ 192.168.123.143 - port 29 192,168.123.143 29
@‘ 192.168.123.143 - port 30 192,168.123.143 30 3
@ 192.168.123.143 - port 31 192.168.123.143 31
@ 192.168.123.143 - port 32 192,168.123.143 32
@ 192.168.123.147 - port 1 192,168.123.147 1
\E 192.168.123.147 - port 2 192.168.123.147 2
@ 192,168.123.147 - port 3 192,168.123.147 3
@ 192.168.123.147 - port 4 192,168.123.147 4
@ 192.168.123.147 - port S 192.168.123.147 S
@ 192,168.123.147 - port 6 192,168.123.147 6
@ 192,168.123.147 - port 7 192,168.123.147 7
@ 192.168.123.147 - port 8 192,168.123.147 8
LE& 2by_qa port 1 zby_ga 1
@ 2by_qga port 2 2by_ga 2
=), 2by_ga port 3 2by_qa 3
@ 2by_ga port 4 2by_ga 4
@ 2by_qga port 5 zby_ga 5 3
| . .
Severity l Time « Event Details
. Info 04/06/2012 14:58:30 document saved Document test1 saved ~
0 Info 04/06/2012 14:58:27 device added Device 2by_ga added e
. Info 04/06/2012 14:57:50 document saved Document test1 saved
Info 04/06/2012 14:48:40 device added Device d029AF4 added o

Access Mode

In access mode, KVM targets’ statuses include:

e Available (blue)

o Off (grey)

e Remote Connection (green)
e Unclassified (white)

e Busy (yellow)

e Not Reachable (red)

Below is an example:



Central Access Manager - test1
File Edit View Actions Help

|~ Open [Zf Properties §% Reload  [# AdminMode  [> Go TRIPP-LITE
(=39 Targets Server Name « (> kym I
2 .:- d029AEE - port 20 [ Unclassified A
d029AEE - port 21 (= unclassified B
d029AEE - port 22 ', Unclassified
d0294EE - port 23 (=, unclassified
d029AEE - port 24 =, Unclassified
d029AEE - port 25 [, Unclassified
d0294AEE - port 26 =, Unclassified
d0294AEE - port 27 (= unclassified
d029AEE - port 28 [, Unclassified
d029AEE - port 29 (=, unclassified
d0294AEE - port 30 =, Unclassified
d029AEE - port 31 (=, unclassified
d029AEE - port 32 [, Unclassified
jonathans_4by - port 1 l@ Available
jonathans_dby - port 2 =, off
jonathans_4by - port 3 =] off
jonathans_4by - port 4 @ Remote connection {#5YS...
jonathans_4by - port S @ Off
jonathans_4by - port 6 @ Off
jonathans_4by - port 7 l@ Off B
jonathans_4by - port § @,5 Off
jonathans_4by - port 9 l@} Off
jonathans_dby - port 10 =, off
jonathans_4by - port 11 [E=, off
jonathans_4by - port 12 @L Off a

For PDU targets, statuses include:

o Off (grey)

e Remote Connection (green)

e Unclassified (white)
e Not Reachable (red)

KVM-to-Power

The software provides the ability to configure KVM and PDU targets within a given group such

that they will have the same name, which will result in alignment of both targets on the same




row in the Targets table in Access Mode. This is often desired, since a PDU outlet is often
associated with a given KVM target.

An example of this effect can be seen below.

£5 NetCommander-AXS - sample7.xmi e e
| =% =

File Edit View Actions Help

[ Open & Properties ), Find ™ Reload U Power

|lll Maritor (=l pisplay kvm . Access Mode [ Admin Mode | TRIPP-LITE
A L4

-{2) Targets Server Name | Brom | Brou | Description I
Zenith E| Primero
Ulysse Nardin
Superocean

Speedmaster

Seiko Tuna

SeaMaster Planet Ocean
SeaMaster

Rolex Submariner
PloProof

Navitimer

IWC Schaffhaussen
Devile

Constellation

Chronomat

Audmars Piguet Royal Osk
Asrospace
192.168.123.55 outlet 30
192.168.123.55 outlet 29
192.168.123.55 outlet 28
192.168.123.55 outlet 27
192.168.123.55 outlet 26
192.168.123.55 outlet 25
192.168.123.55 outlet 24
192.168.123.55 outlet 23
192.168.123.55 outlet 22
192.168.123.55 outlet 21
192.168.123.55 outlet 20
192.168.123.55 outlet 19
192.168.123.55 outlet 18
192.168.123.55 outlet 17

FEREEEEFEEEREEEE
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16 KVM servers, 30 power targets

To pair a KVM target with a PDU outlet within a TragetGroup, do the following:

e Open the Document of interest in Admin Mode.

e Select the Target group of interest, and set focus in the Targets table.

e Either:
o Right-click and select KVM-to-Power
o Select menu Actions->KVM->KVM-to-Power

e Inthe resulting KVM-to-Power dialog, drag-drop KVM target(s) of interest onto PDU
outlet(s) of interest on the right-side.

e Select the OK button, and save the Document.

Below is an example of the KVM-to-Power dialog with the dragged results for the example
shown above.



, |

To “connect” a KVM Target to a Power Target, drag the KVM Target onto the relevant PFower Target. Fower Target will be given KVM Target's name.
Group: Targets
B | KVM Target I Port I Device : (5 I Power Target I Outlet I Device
Aerospace 7 192.166.123.88 (@) 192.168.123.55 outlet 25 25 192.168.123.55 2
Audmars Piguet Royal Oak 15 192.168.123.88 @) 192.168.123.55 outlet 26 2 182.158.123.55
Chronomat 2 192.166.123.88 (@) 192.168.123.55 outlet 27 27 192.168.123.55
Constellation 6 19216812388 () 152.168.123.55 outlet 28 3 192.158.123,55
Deville 3 192.168.123.88 () 192.168.123.55 outlet 20 b 182.168.123.55
TWC Schaffhaussen 13 192.168.123.88 @ 192.165.123.55 outlet 30 3 182.158.123.55
Navitimer 10 192.168.123.88 (@ Aerospace 1 192.168.123.55 =
PloProof 5 192.168.123.88 (@ Audmars Piguet Royal Oak 2 192.168.123.55
Rolex Submariner 14  192.168.123.88 @ Chronomat 3 193.168.123.55
SeaMaster 2 192.168.123.88 {{ Constellation 4 192.168.123.55
SeaMaster Planet Ocean 4 192.168.123.88 @ Deville 5 193.168.123.55
Seiko Tuna 11 192.168.123.88 {fl) TWC Schaffhaussen 6 192.168.123.55
Speedmaster 1 192.168.123.88 i) Mavitimer 7 192.168.123.55
Superocean 8 192.168.123.88 @ PloProof 8 192.168.123.55 =
Ulysse Nardin 16 192.168.123.88 (@ Rolex Submariner 9 192.168.123.55
Zenith El Primero 12 192.168.123.88 (@) SeaMaster 10 192.168.123.55
@ SeaMaster Planet Ocean 11 192.168.123.55
(@ seiko Tuna 12 192.168.123.55
@ Speedmaster 13 192.168.123.55
@) Superocean 14 192.168.123.55
(@ ulysse Nardin 15 192.168.123.55
(@ Zenith El Primero 16 192.168.123.55 n

KVM Targets Name Synchronization

When defining KVM devices within NetCommander-AXS, target names for a given KVM device
will not necessarily reflect the Target names that are resident on the KVM device as seen
through NetCommander IP Client. The NetCommander-AXS software provides a mechanism for
the Admin user to “pull” target names from the KVM device onto their equivalent targets within
NetCommander-AXS. Alternatively, the Admin user can “push” NetCommander-AXS target
names onto their equivalent targets on the KVM device.

III

Pull Target Names from Device

|II

To “pull” target names from a given KVM device and overwrite the equivalent target within the

NetCommander-AXS Document:

e Open the Document of interest in Admin mode
e Select the Devices tree node, and select the KVM device of interest in the Devices Table.
e Either:

o Right-click and select Synchronize Targets->Pull Target Names from Device...”

o Orselect

o Actions->KVM-> Synchronize Targets->Pull Target Names From Device...” menu item
e Accept the prompts.
e Confirm that target names are synchronized.

The relevant KVM target names in the NetCommander-AXS Document will be overwritten.



Push Target Names to Device

To “push” target names for a KVM device within a specific Targets Group to the KVM device
itself:

e Open the Document of interest in Admin mode
o Select the Devices tree node, and select the KVM device of interest in the Devices Table.
e Either:

o Right-click and select Synchronize Targets->Push Target Names to Device...”

o Orselect

o Actions->KVM-> Synchronize Targets-> Push Target Names to Device...” menu item
e Accept the prompts.
e Confirm that target names are synchronized.

Additional Functionality
Find

NetCommander-AXS provides a Find utility that will search on a supplied text fragment,
attempting to match it into content for defined devices and targets.

The Find dialog can be opened by either:

e Selecting the Find toolbar button
e Selecting Edit->Find menu item

Below is an example of the results of a Find session:



Search all definitions containing text:

10,22.0.77 [] Case sensitive
Results for: 10.22...

Targets (24 matches) Devices {1 matches)

|TargetNamE ‘ Group Device Port Description | |Device‘.. | Group P Type User Name | Description

@p 10.22.0.77 o... Targets 10.22.0.77 1 ﬂ 10.22.0.77  Devices 10.22.0.77  Tripp Lite 2...

@V 10,22.0.77 0... Targets 10.22.0.77 2

(M 10.22.0.77 o... Targets 10.22.0.77 3

@w 10.22.0.77 o... Targets 10.22.0.77 4

@l 10.22.0.77 o... Targets 10.22.0.77 5

@w 10.22.0.77 o... Targets 10.22.0.77 6

@l 10.22.0.77 o... Targets 10.22.0.77 7

@w 10.22.0.77 o... Targets 10.22.0.77 8

([ 10.22.0.77 o... Targets 10.22.0.77 g

@w 10.22.0.77 ou... Targets 10.22.0.77 10

([ 10.22.0.77 ou... Targets 10.22.0.77 11

@w 10.22.0.77 ou... Targets 10.22.0.77 12

([ 10.22.0.77 ou... Targets 10.22.0.77 13

@w 10.22.0.77 ou... Targets 10.22.0.77 14

(M 10.22.0.77 ou... Targets 10.22.0.77 15

@V 10.22.0.77 ou... Targets 10.22.0.77 16

(M 10.22.0.77 ou... Targets 10.22.0.77 17

@V 10,22.0.77 ou... Targets 10.22.0.77 18

(P 10.22.0.77 ou... Targets 10.22.0.77 19

@V 10.22.0.77 ou... Targets 10.22.0.77 20

(M 10.22.0.77 ou... Targets 10.22.0.77 n

@w 10.22.0.77 ou... Targets 10.22.0.77 22

@l 10.22.0.77 ou... Targets 10.22.0.77 23

@w 10.22.0.77 ou... Targets 10.22.0.77 24

—

Double-clicking on an entry in the results of a find session will select the equivalent entry in the
relevant Devices or Targets table.

Reload
Reload functionality is provided. Upon selecting reload, and changes to the current Document
being edited is abandoned, and the last saved copy of the Document is reloaded into the
NetCommander-AXS window.

To access Reload, select the Reload button in the main toolbar.

Preferences

The NetCommander-AXS Admin user has the ability to affect certain look-and-feel as well as
behavioral attributes of the software.

Attributes that can be configured include:

o  When opening NetCommander-AXS, open with last accessed Document, or open a new
Document

e Show filename only of the Document in the title bar, or the complete file path

e Configure maximum number of recently used Documents under the ‘Open Recent’ File
submenu

e Configure Windows theme look-and-feel

e Configure maximum number of events that the events log can hold



e Enable/disable alternate shading of rows in tables
e Configure columns in Device and Target tables

Saving Preferences persists across all Documents.
The Preferences dialog consists of 3 tabs: General, Events, and Tables

e General Tab:
e L R e

(General Events | Tables|

ratart Up

i@ Open last accessed Document on start up

(7) Open new Document on start up

- Component View

Show only filename in tile bar

Show events log

Recently Used Documents

Remember recently used Documents:
-~ Application Look-and-Feel
(0 Metal () Nimbus
@ Windows (71 Windows Classic
[0) Plastic () Plastic XP
(7} Plastic 3D

Restore Defaults [ Save ” Close ]




e Events Tab:

| General |: Events: | Tables|

Maximum number of events in log:




e Tables Tab:

[

| General | Events [{ Tabies|

~All

Enable alternate row shading
Row height {18-64 pixels):

rTargets

Show columns: [/] Target Name Device Port Description
Custom KVM Target icon: | |

1]

Custom PDU Target icon: | |

~Devices
Show columns: [/] Device Name IF Type Description
Custom Device icon: | | El
[ Restore Defaults [ Save ] [ Close ]

Ping

A Device Ping utility is provided in the NetCommander-AXS. To use

e Select a Device in the Devices table, and
o Right-click and pick Ping menu item
o Select Actions->Ping main menu item

Ping dialog is shown, initialized with the selected Device’s IP address
e Select Actions->Ping main menu item

Ping dialog is shown, uninitialized



An image of the Ping dialog is shown below:

Ping Device @

Device IP: 192 . 168 . 123 . 73

! Ping |[ Close ]

S ————— .

Augmenting Supported PDU Devices

NetCommander-AXS provides for extending PDU device types that can be supported. In general,
exercising this capability by end users is discouraged. Nevertheless, it is available, and is
discussed below.

A file, pdu_definitions.xml, can be found in the installation directory of NetCommander-AXS.
This file defines the PDU model types that NetCommander-AXS supports.

The file can be edited, allowing for addition of new entries, including for PDUs from vendors
other than Tripp Lite. (Make sure to save a back up prior to editing).

Below is an example of an entry for a Tripp Lite PDU model PDU3VSR. To add a new entry for a
Tripp Lite PDU, simply copy and paste an existing entry, and edit the relevant fields, which
would must include changes to:

device name,
description,
consolenumber,
and model.

For Tripp Lite devices, model represents the value the device will respond to for querying
tlpDeviceModel SNMP variable.

<device name="Tripp Lite 24 Port PDU (PDU3VSR)" description="24 Port PDU"
manufacturer="Tripp Lite" model="PDU3VSR" consolenumber="24" mode="snmp">

<snmp enabled="true"
sysobjectoid="1.3.6.1.4.1.850.1">



<poweron
0id="1.3.6.1.4.1.850.100.1.10.2.1.4 #CONSOLE_PORT#" setvalue="2" />

<poweroff
0id="1.3.6.1.4.1.850.100.1.10.2.1.4. #CONSOLE_PORT#" setvalue="1" />

<powercycle
0id="1.3.6.1.4.1.850.100.1.10.2.1.4.#CONSOLE_PORT#" setvalue="3" />

<powerstatus
0id="1.3.6.1.4.1.850.100.1.10.2.1.2. #CONSOLE_PORT#">

<powerstates>

<powerstate id="1"

description="off"/>

<powerstate id="2"
description="on"/>

<powerstate id="0"

description="unknown"/>

</powerstates>

</powerstatus>

</snmp>
<monitor/>

</device>



